BRING YOUR OWN DEVICE (BYOD)
1. Introduction [Company Name] permits employees to use personal mobile devices (smartphones/tablets) to access company email and data (e.g., Microsoft 365, Teams) to facilitate flexibility.
2. Conditions of Use By adding company accounts to your personal device, you agree to:
· Passcodes: Keep the device secured with a strong PIN (minimum 6 digits) or Biometric lock (FaceID/TouchID).
· Updates: Keep the operating system (iOS/Android) updated to the latest supported version. Jailbroken or "rooted" devices are strictly prohibited.
· Encryption: Ensure device encryption is enabled (standard on most modern phones).
3. Separation of Data Company data is distinct from personal data. [Company Name] respects your privacy regarding your personal photos, messages, and apps. However, we retain full ownership of all company business data accessed on the device.
4. The "Remote Wipe" Clause In the event that:
1. The device is lost or stolen; or
2. Your employment with [Company Name] ends (for any reason);
You agree that [Company Name] (or our IT partner) has the authority to remotely wipe company data from the device.
· Note: Using modern Mobile Device Management (MDM), we will attempt to wipe ONLY corporate data ("Enterprise Wipe"). However, in extreme security scenarios, a full device wipe may be necessary. It is your responsibility to back up your personal photos/data.
5. User Agreement I understand that accessing company data on my personal device is a privilege, not a right, and may be revoked at any time if I fail to adhere to security standards.

