CLEAN DESK & CLEAR SCREEN
1. Purpose To reduce the risk of unauthorised access to sensitive information left unattended in the office. This is a key requirement for GDPR compliance.
2. The "Clear Screen" Rule
· Auto-Lock: All computers are configured to lock automatically after 5 minutes of inactivity.
· Manual Lock: Employees must manually lock their computers (Windows Key + L) before leaving their workstation for any reason (e.g., getting coffee, bathroom breaks).
3. The "Clean Desk" Rule At the end of the working day, or when leaving the desk for an extended period:
· Documents: All sensitive documents (invoices, contracts, HR notes) must be removed from the desk and locked in a drawer or filing cabinet.
· Post-it Notes: Remove any sticky notes containing phone numbers, names, or prompt information from monitors.
· Portable Media: USB drives and portable hard drives must be locked away.
4. Common Areas
· Printers: Documents should be collected from the printer immediately. Sensitive documents should be printed using "Secure Print" (PIN release) functions where available.
· Whiteboards: Meeting rooms must be wiped clean of sensitive notes/diagrams after use.

