DATA RETENTION & DISPOSAL
1. Introduction [Company Name] generates large volumes of data. Keeping data forever increases storage costs and legal liability (GDPR). This policy defines when data should be archived or deleted.
2. Retention Periods Unless a "Legal Hold" is in place, data should be retained as follows:
· General Emails: 3 Years.
· Financial Records (Invoices/VAT): 6 Years + current year (HMRC Requirement).
· Employee Records: 6 Years after employment ends.
· Recruitment CVs (Unsuccessful): 6 Months (then delete).
· Transient Data (Downloads folder): 30 Days.
3. Secure Disposal (Digital)
· Deletion: Simply pressing "Delete" is insufficient for sensitive hard drives.
· Decommissioning: When a laptop or PC is retired, it must be returned to IT Support for "Secure Wiping" (using tools that overwrite data multiple times) before being recycled or sold.
4. Secure Disposal (Physical)
· Shredding: Any paper document containing personal data (names, addresses) or commercial secrets must be shredded.
· Bins: Never throw intact business documents into the general waste bin.

