EMERGENCY CHECKLIST: CYBER SECURITY INCIDENT
Keep this document printed and accessible offline.
PHASE 1: IMMEDIATE ACTION (The First 15 Minutes)
· [ ] DO NOT SWITCH OFF: If you see a ransom note or virus, do not turn off the PC. (Rebooting can prevent forensics or trigger data deletion).
· [ ] DISCONNECT NETWORK: Physically unplug the ethernet cable or turn off Wi-Fi on the infected device immediately to stop the spread.
· [ ] RECORD DETAILS: Take a photo of the screen (error message/ransom note) with your phone. Write down exactly what happened just before the issue (e.g., "I opened an invoice attachment").
· [ ] CALL IT SUPPORT: Contact your MSP immediately.
· Emergency Number: [Insert Number, e.g., 0191 XXX XXXX]
· State: "This is a Critical Security Incident."
PHASE 2: CONTAINMENT (The First Hour)
· [ ] ISOLATE: If multiple computers are acting strangely, disconnect the main office router/switch from the internet.
· [ ] CHANGE PASSWORDS: Using a clean device (e.g., a mobile phone on 4G, not office Wi-Fi), force a password reset for key Admin and Email accounts.
· [ ] NOTIFY TEAM: Tell staff to stop using email and specific systems until given the "All Clear." (Do not send this warning via email if email is the compromised system!)
PHASE 3: ASSESSMENT & LEGAL (The First 24-72 Hours)
· [ ] ASSESS DATA: Work with IT to determine what was accessed. Was it personal data (names/bank info) or just internal files?
· [ ] GDPR CHECK: If personal data was compromised, you may legally need to notify the ICO (Information Commissioner's Office) within 72 hours.
· ICO Helpline: 0303 123 1113
· [ ] INSURANCE: Notify your Cyber Insurance provider. Do not authorise any ransom payments without their approval.
PHASE 4: RECOVERY
· [ ] RESTORE: Authorise IT to begin restoring from the last clean backup (Disaster Recovery).
· [ ] REVIEW: Conduct a "Lessons Learned" meeting to update policies and prevent recurrence.

