SOCIAL MEDIA & INTERNET USAGE
1. Purpose This policy defines the boundaries for using the internet and social media platforms (e.g., Facebook, LinkedIn, X/Twitter, Instagram) within [Company Name]. It aims to protect our reputation and ensure productivity.
2. Personal Use of the Internet
· Work Hours: Occasional personal use of the internet is permitted (e.g., online banking, news) provided it is done during non-working breaks and does not interfere with productivity.
· Prohibited Sites: Accessing gambling, pornography, illegal downloading, or hate-speech websites on company devices is strictly prohibited and will be flagged by our Web Filtering systems.
3. Social Media: Protecting the Brand
· Representation: Unless you are authorised to speak on behalf of [Company Name], you must not post content that implies you represent the company’s official views.
· Disparagement: You must not post comments that are defamatory, derogatory, or damaging to [Company Name], its clients, or its partners.
· Client Privacy: Never post photos or details of clients, client sites, or internal projects without explicit permission. (e.g., “Checking in at [Client Name]” could reveal sensitive competitive info).
4. Security Risks Social media is a common vector for cyber-attacks.
· Phishing: Be wary of direct messages (DMs) containing links, even from friends (accounts get hacked).
· Oversharing: Do not post photos of your workstation where passwords on post-it notes or sensitive screens are visible in the background.
5. Monitoring Employees should have no expectation of privacy when using company-provided internet connections. [Company Name] and our IT Partner reserve the right to monitor internet traffic to block malicious threats and ensure compliance with this policy.
6. Breach of Policy Posting content that damages the company’s reputation or results in a security breach may be considered gross misconduct.

